Submitting Bills via SFTP

(Secure File Transfer Protocol)



Introduction

This webinar will include pertinent
information about submitting bills via SFTP
(Secure File Transfer Protocol).

The following topics will be covered:

What is SFTP?

Why would | use SFTP?
What are 837 and 8357
How do | set up SFTP?
How do | submit a batch?

Where can | go for help?
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Online Billing Guide on WCMBP Portal

owcmpmed.dol.gov > Provider > Training & Tutorials > Reference Guides

Office of Workers' Compensation Programs

Medical Bill Processing Portal

Home Provider ~ Login ~ Resources v Pharmacy/LMN News Contact Us

Home ' Provider Home /' Training & Tutorials

Provider Training & Tutorials

Training & Tutorials for Provider
Our vast training and tutorials library will help you successfully use the secure Medical Bill Processing Portal. Additional information and support can be found in the FAQS,

Forms & References and Contact Us sections.

Tutorials Reference Guides

EDI Companion Guides
e 337 Companion Guide
e 335 Companion Guide

Bills Tutorials

* Enter Bills Online

* (reate Bill Templates
*  Adjustand void Bills Quick Reference Guides
*  Provider Registraton for Online Access
SelBstiamaigc Response System (IVRS)
Online Billing
* T AdaINg/ASS0Cating Users to Providers
* Adding Multiple Legacy Providers under One OWCP Connect ID

Provider Enrollment Tutorials
. acility Enrollment

*  Group Enroliment Dr
* Individual Enroliment

Authorization Tutorials ) ) ,
- R - * Adding New Providers under One OWCP Connect ID




Benefits to Online Billi

Medical Providers: First Steps to Onl
Quick Reference Guide

Medical Providers: First Steps to Online Billing

ick Reference Guide

Benefits of Online Billing

EEMNEFITS

-

» Cost Savings
- . No expenses with paper, printing, storage, filing, postage, etc.
Speed and Accuracy
. Exchange transaction in minutes, not days
- Eliminate lost mail, illegible handwriting, and ink blemishes
§ - Online field validation feedback
>
Efficiency
*  Automating the exchange of data
] . Confirmation of receipt
Improved speed of payment processing

Benefits of Online Billing
oef Savings

= Noexpenses with paper, printing, storage, filing, postage, etc.
Speed and Accuracy

. Exchange transaction in minutes, not days

. Eliminate lost mail, illegible handwriting, and ink blemishes
BENEFITS . . Online field validation feedback

Efficiency
«  Automating the exchange of data

. Confirmation of receipt

Improved speed of payment processing

-

Ways to Submit Bills Online

Within the Provider Portal, you can perform a number of tasks, including bill submission. There are multiplewdys to submit bills
via the Provider Portal (Direct data entry and uploading EDI Batch files), as well as electronically throygta Secured FTP folder.

DIRECT DATA ENTRY ( ’
Unline Services

1. Login to the Provider Portal —

2. Select On-line Bills Entry hyperlink to enter bills directly in the Systes Bills v
the provider portal. Bill Inquiry
3. Select the appropriate bill type. View Payment

4. Complete the required fields of the bill and submit,
Note: Supporting documents can be attached wefng this method.

EDI BATCH SUBMSSION

Bill Adjustment/Void

On-line Bills Entry

Resubmit Denied Voided Bill
Retrieve Saved Bills

Login to the Provider Porta Manage Templates

Select Submit HIPAABEICh Transaction hyperlink to submit EDI batch files. —— | Create Bills from Saved Templates
Select the “Uplped” button.
Choose the”dat file to upload. Claimant -
TAllows a maximum file size of 50 MB. Supporting documents cannot be
attached using this method.

o

Eligibility Inquiry
Authorization v

On-line Authorization Submission

1. Login to the Provider Portal

2. Select the SFTP User Details hyperlink to open the SFTP User Details Provider "
sereen.

3. Click on the “Create SFTP User” button to create an SFTP user. Maintain Provider Information

4. Create a password that follows the password policy. HIPAA -

5. Confirm the password L,

6. Select the “OK” button. Submit HIPAA Batch Transaction

7. Save the User Login ID shown on the screen as you will need this along Retrieve HIPAA Batch Responses

with a password (created in step 4) to log into the SFTP server located at SFTP User Details

Note: This requires the use of an SFTP client {ex. WinSCP). It's
recommended to limit the file size to less than 100 MB using this method.
Supporting documents can be attached using this method.
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Web Batch vs SFTP

WEB BATCH SFTP

Cannot upload supporting documents Can upload supporting documents

No file size limit

File size limit is up to 50 MB * Recommended max 100 MB

No account setup process One-time account setup process

For both Providers and Billing Agents/Clearinghouses
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What is EDI 8377 EDI 8357

I Billing Batch in EDI 837 Format

File formats for electronic data interchange
(EDI) of healthcare claim information, which
meets HIPAA standards.




Logging Into the
Provider Portal




Navigating to Provider Login Page

¥ .- % Office of Workers' Compensation Programs

/ Medical Bill Processing Portal

1. Use the following link to access the WCMBP Portal Home  Provider v  Login ~  Resources~  Pharmacy/LMN News  Contact Us
https.//owcpmed.dol.gov. DOL Staff
2. Select the Login drop-down menu. Provider

3. Select the Provider link. Claimant

Representative

For fast, easy payment of workers'
compensation bills

Get Started
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https://owcpmed.dol.gov/

Provider Login

Home Provider ~ Login ~ Resources ~ Pharmacy/LMN News Contact Us

Home Provider Home Provider

Provider Login

4. On the Provider Login page, Use the link below to log in to the new Workers' Compensation Medical Bill Process (WCMBP) system if...

SeleCt the PrOV|der Logln * Your online enrollment has been approved
bUtton- YOU Wi ” be d|reCted tO * Your paper enrollment has been approved, and you have registered with OWCP Connect and have been authenticated in the new system
OWC P Connect. * ‘Youwere enrolled in the previous system (prior to April 27, 2020), and have registered with OWCP Connect and have been authenticated in the new system

*  Your request to be associated with an enrolled provider as an additional user has been approved by the provider's administrator

The Provider Login button will take you to OWCP Connect, where you can register or will validate your credentials and log you into the system.

e g Provider Login

11 GCNSI



OWCP Connect Login

OWCP Workers' Compeansatio

Login | Account Registration | Reset Password | Change Email | Help | FAQ,

' ' i i i istrati Login e
5. Since you've previously registered, you will count Registration g

on |y need to gO th roug h the OWC P COnneCt is is your first time using OWCP Connect, click here and Welcome to OWCP Connect
Login prOCQSS. in the process to create a new account. Please enter your EMAIL ADDRESS to start,

Email Address

INING... WARNING.. .WARNING... .WARNING.. \WARNING |

are accessing a U.5. Government information system that is -
ied and operated by the Department of Labor. The

artment of Labor information systems are provided for the
:essing of official U.5. Government information only, and are RESET PASSWORD

‘efare, owned by the Department of Labor. Authorized users

I semin hmum FAarmadtan smecsmed  click bhaes s veman
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Select Available Provider ID

Welcome to the WCMEFP Provider Portal

6. After successfully logging in, you will be taken BCAMS

to this screen where you will select from the ,
Available Provider IDs. v
Note: If you have registered multiple providers s R

under one OWCP Connect Login or if you have

; Select a Provider ID Number to continue to the Provider Portal:
been added as a user to another Provider

Portal, those available Provider IDs will be Available Provider IDs:| 700434700 v/
available in the drop-down menu. a—>

7. Select Go.

13




Select a Profile

Welcome to the Workers' Compensation Medical Bill Process System

eCAMS™

8. After selecting the Provider ID, you will select a
profile from the available profiles. Select from

the following profiles from the drop-down l
menu. v'
 EXT Provider Bills Submitter oot by BCNS]
» EXT Provider Eligibility Checker-Claims o _
SUBT T Select a profile to use during this session:
o EXT Provider Super User Profile: | EXT Provider Bills Submitter v & Go
9. Select Go.
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SFTP Setup




1.
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Select SFTP User Details Link

The screen shown on the right is the Provider
Portal, which you will see after choosing your
profile and selecting Go.

Select the SFTP User Details hyperlink on
the Provider Portal screen under the “Online
Services” menu "HIPAA" section to open the
SFTP User Details screen.

eCAMS™

CH

W
¢ @700434700 % User,

> Provider Portal

Online Services

Bills

Bill Inquiry

View Payment

Bill AdjustmentVoid

On-line Bills Entry
Resubmit Denied/Voided Bill
Retrieve Saved Bills
Manage Templates

Claimant
Eligibility Ingquiry
Authorization

On-line Authorization Submissi

Provider
Maintain Provider Information
HIPAA

Retrieve HIPAA Batch RESDDI’IS
SFTP User Details | <
Admin

Maintain Users

My Interactions

Correspondences

U & Manageileris

Create Bills from Saved Templates [}

Submit HIPAA Batch Transaction

Admin Profile: EXT Provider Bills Submitter ~ @ External Links

© Help

==

v B MyReminders »~
Filter By w Read Status v (O Go
R\ Save Filter ¥ My Filters +
Alert Type Alert Message Alert Date Due Date Read
AT AY AT AY AY
v
No Records Found !
v = . B -
= Your Recent Online Activities

on
2 You have logged in with ENERGYPRW13gmail Account with IP Address BREITT

v || B Previous Site Visit 06/01/2020 03:33:10 PM
B Last login failed attempt:
v

ese
S
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Create SFTP User

» Provider Portal > 3FTP User Detailz

. Q) Close || € Create SFTP User | 1m=== Password
3. Click on the Create SFTP User = e

EDI SFTP User Info: e
button to create an SFTP user.
Click "Create SFTP User" Button to Create the SFTP User
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EDI SFTP User Info — Create Password

& Help

EDI SFTP User Info: -
4. Create a password that follows the Password Policy
1 Must be 8-14 characters It
password pO“Cy' rﬁt inEcIun:Ie :'. Izraast E"ISE I:)enttger and one numier

Must have at least one special character(for example:13#)

5. Confirm the password. User Login ID: OWCP700434700
6. Select the OK button. Password: o
Confirm Password: * — e

@ ok | | ©Cancel

!
©
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Successfully Created SFTP User

7. Save the User Login ID shown on the
screen as you will need this along with a
password (created in the previous step) to

% Provider Portal > SFTP User Details

log into the SFTP portal located at © Close | @ Create SFTP User | t3Reset SFTP Password
sftp://mft.wcmbp.com. B EDISFTP User Info: A
Note: This requires the use of an SFTP SFTP User is crosted succsssiuly

client (ex. WinSCP, Filezilla, or CoreFTP). Your SFTP User Details are

SFTP User Login IDy OWCPT00434700 | <= 0

8. The next steps will demonstrate the use of
the login ID (shown in screenshot),
password (previously created), and the
SFTP Portal address (indicated above).

19 GCNSI



SFTP Client Software

To use SFTP. you must install SFTP client software on your Session
computer. For example, you can use WinSCP or Filezilla. Hle prakocok
There are others you may choose from if you don't already P ~
utilize one. Many are free to download. Host name: Port number:
The SFTP client software will need four things: mft. wembp. com 0% =
1. SETP User Login 1D User name: Password:

OWCP123456789 SRR NRRRRRRRRRRRERS
2. SFTP User Password

Save |"'F Cancel Advanced... |T

3. SFTP Portal: sftp://mft.wcmbp.com
Screenshot above is an example from an SFTP
4. SFTP Port Number: 1026 client. It shows the use of the information needed

Note: SFTP file uploads are done through the SFTP client ;2&22;” Uil v SFTE iy dEnseeon
software, NOT through the OWCP Provider Portal. '
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More Information on SFTP Setup

owcmpmed.dol.gov > Provider > Training & Tutorials > Reference Guides

. - %, Office of Workers' Compensation Programs _ Q

/ Medical Bill Processing Portal

Home Provider ~ Login ~ Resources ~ Pharmacy/LMN News Contact Us

Home ' Provider Home / Training & Tutarials

Provider Training & Tutorials

Training & Tutorials for Provider

Our vast training and tutorials library will help you successfully use the secure Medical Bill Processing Portal. Additional information and support
can be found in the FAQs, Forms & References and Contact Us sections.

Reference Guides

Bills Tutorials EDI
*  Enter Bills Online 837 Companion Guide
¢ Create Bill Templates = 835 Companion Guide
s Adjustandvoideits | | _ .. _.
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Use Section 2.3 of the 837 Companion Guide

231
232
233
234
235

2.3  SFTP Setup, Directory, and File Naming Convention
SFTP User Setup.....____.

Resetting SFTP User Password.

SFTP Directory Naming Convention 11
File Naming Convention 13
Billing Provider and Billing Agent/Cleannghouse Association_.____.___.___._________..__. 15

...also refer to the sections about testing!
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UNITED STATES

DEPARTMENT OF LABOR (DOL)
WORKERS’ COMPENSATION
MEDICAL BILL PROCESS (WCMBP)

837 Healthcare Claim

Companion Guide

ANSI ASC X12N (Version 5010)
PROFESSIONAL, INSTITUTIONAL, AND DENTAL

VERSION 1.4

APRIL 27, 2020

@CNSI

2277 Research Boulevard, Rockville, MD 20850

Contract No. DOL-OPS-18-C-0022
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Where Can | Go for Help?

... % Office of Workers' Compensation Programs _ Q

- ¢ Medical Bill Processing Portal

Home Provider ~  Login ~ Resources ~  Pharmacy/LMN News Contact Us

Home Contact Us

owcmpmed.dol.gov > Contact Us > EDI Helpdesk

Contact Information

Call Us (Interactive Voice Response)

General Correspondence

Provider Enroliment

Find the EDI Helpdesk phone number and Sil Submissions via weil
business hours in this section. Authorizatian Fax Numbers

EDI Helpdesk Phone Number: 1-800-987-6717 otk

For technical issues related to EDI submission, please contact the EDI Helpdesk at 1-800-387-6717. The hours of operation are 8:00 a.m. -

—— 8-00 p.m_(Eastern Time)

Hours of Operation: 8am-8pm (Eastern Time)
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CNSI looks tforward to being the
new medical bill processing
agent for the OWCP programs
and working with each of you!

Th a n k yO u ! Email: CNSIOWCPQutreach@cns-inc.com

Call Center:
Division of Federal Employees’ Compensation
(DFEC) 1-844-493-1966

Division of Energy Employees
Occupational lliness Compensation
(DEEOIC) 1-866-272-2682

Division of Coal Mine Workers' Compensation
(DCMWC) 1-800-638-7072
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